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1 Purpose and role

Core-Vision designs, develops and tests products with digital elements on behalf of its customers. The
responsible manufacturer under EU Regulation 2024/2847 (the Cyber Resilience Act, the "CRA") is
determined per product or project, based on the applicable contract, branding, market placement and
the actual role performed by each party. In many customer projects, the customer brings the product
to the market under its own name or trademark and is therefore expected to be the manufacturer for
the purposes of the CRA. Unless Core-Vision is explicitly identified as the manufacturer, importer or
distributor for a product, Core-Vision acts as a development and engineering partner. In that role, Core-
Vision supports the responsible manufacturer by receiving, assessing and forwarding vulnerability
information, and by supporting analysis, mitigation and remediation where this falls within Core-
Vision's responsibilities. This policy explains how to report a security vulnerability in a product,
developed by Core-Vision, and how Core-Vision handles such vulnerability reports.

2 Scope

This policy applies to security vulnerabilities in products designed or developed by Core-Vision. If a
vulnerability report concerns a finished product that has already been placed on the market by a
customer or another manufacturer, the vulnerability report should also be sent to the manufacturer
that placed the product on the market under its name or trademark.

This policy does not give permission to test systems, products, networks, production environments,
customer environments or third-party services without authorization from the relevant owner or
responsible manufacturer. Core-Vision can receive and coordinate vulnerability reports, but cannot
authorize security testing of assets that it does not own or control.

3 How foreport

Email vulnerability reports to psirt@core-vision.nl. You may encrypt your vulnerability report using
the PGP key published at https://core-vision.nl/.well-known/pgp-key.txt.

To ensure that we can act properly on your vulnerability report, please include:
e A description of the vulnerability and its potential impact
o Whether you believe the vulnerability is being actively exploited
e Steps to reproduce, ideally with proof
e The affected product, related versions (hardware, firmware, etc.)
e Any mitigations or workarounds already identified
e Your contact details
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4 Handling of vulnerability reports

Core-Vision acknowledges receipt of a vulnerability report and assesses it without undue delay.
Vulnerability reports indicating active exploitation or a severe impact on product security are
prioritized.

Core-Vision triages vulnerability reports to determine:

e  Whether the vulnerability report concerns a product with digital elements or related
component.

e  Which customer, manufacturer or other party is responsible for the affected product.

e  Whether the vulnerability may be actively exploited.

e Whether the issue may qualify as a severe incident affecting the security of a product with
digital elements.

e  Which mitigations, patches, advisories or customer actions may be required.

Where a vulnerability report concerns a product Core-Vision developed for a customer, Core-Vision
informs the responsible manufacturer without undue delay and provides the information reasonably
required for that manufacturer to meet its legal and contractual obligations.

Where the CRA reporting obligations may apply, Core-Vision supports the responsible manufacturer
in meeting the applicable reporting deadlines, including:
e Early warning without undue delay and in any event within 24 hours after becoming aware of
an actively exploited vulnerability or severe incident affecting product security.
e Vulnerability or incident notification within 72 hours after becoming aware.
e Final vulnerability report for an actively exploited vulnerability no later than 14 days after a
corrective or mitigating measure is made available.
e Final vulnerability report for a severe incident no later than one month after the incident
notification.

For manufacturers with their main establishment in the Netherlands, CRA notifications are expected
to be submitted through the CRA Single Reporting Platform to the relevant national CSIRT, the
Nationaal Cyber Security Centrum (NCSC), with information made available to ENISA as required by
the CRA.

Core-Vision supports analysis, mitigation and remediation in coordination with the responsible
manufacturer and in accordance with the applicable contract, project responsibilities and technical
feasibility.
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5 Responsible research

When researching or reporting vulnerabilities, please:

Act in good faith and avoid harm to users, customers and third parties.

Do not access, modify, delete, exfiltrate or disclose data that is not yours.

Do not perform denial-of-service testing, social engineering, phishing, physical attacks,
destructive testing or attacks against production environments.

Stop testing and notify us immediately if you encounter personal data, confidential
information, credentials, cryptographic keys or evidence of active compromise.

Keep vulnerability information confidential until disclosure has been coordinated with Core-
Vision and, where applicable, the responsible manufacturer.

Core-Vision will not pursue legal action against researchers who act in good faith, comply with this
policy and do not violate applicable law or third-party rights. This statement does not bind Core-
Vision's customers, manufacturers or other third parties.

6 Confidentiality and information sharing

Core-Vision treats vulnerability reports as confidential. Information from a vulnerability report may be
shared with:

The responsible manufacturer or customer.

Relevant suppliers or component providers.

Competent authorities, CSIRTs, the CRA Single Reporting Platform, NCSC or ENISA where
required or appropriate.

Internal engineers, project managers, management and legal advisors who need the
information to assess, mitigate or report the issue.

Reporters should avoid submitting personal data, customer data, trade secrets or other sensitive
information unless it is necessary to understand the vulnerability.

/ (Contact

Email: psirt@core-vision.nl

Preferred-Languages: en, nl

Website: https://core-vision.nl/

Canonical: https://core-vision.nl/.well-known/security.txt

PGP key: https://core-vision.nl/.well-known/pgp-key.txt
Postal: Cereslaan 24, 5384 VT Heesch, The Netherlands
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